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Abstract. Expanding furthe success of the Linux opeating system is
hanmpeed by problens with portability of applications across vaious Linux
distributions. Identifying and standardizng a ©mmon sibsd of mature
functionality available in most Linux distributions is the target of the Linux
Stardard Base (LSB), an interface sandard feing develged by the Linux
Foundtion - the leading internaional consortium © foder the growth o
Linux Cument LSB status is described with the focus on te technicd
cetification infrastructure (frameworks for auomaed developmert and
execuion of LSB compliance tests and the online cettification systemitself).
The article enphasizes the citical le of the infrastructure in developmert of
the standarditself ard in its successul adoption in real world pracice.

1. Introduction

Linux proved itself as an indwstria strength opeating system It is deployed on an
ever inaeasing number of computers fom supercomputers, srvers and desktops to
mohile phones andembeddedsysterms. We are witnesing he exteordinary growth
in the Linux community including applicaion developeas. However, there are sone
negaive issues,which need to beaddressed. Application developers arefaced with a
large and constntly inareasing number of Linux distributions fom dfferent vendors
and they need to takeinto account tb mary differences between hese pakages
when they want to develop apgications ‘for the Linux platform”. Tha is why
defining Linux as a uniform platform is crucial for keepng the growth and ensuring
vitality of thisopeating system

Remawing differences in the cae patform senices provided by different
distibutionsis important for decreasing the cogs of developing Linux gpplicaions
This directly affeds the number d applications available for this platform, which &
oneof thekey characterisics ofoperating system aloption.

At the moment of writing this article there ae 543 () different distibutions
registered at http://lwn.net/Distributions/. And this rumber does ot tke into
acount spesial versions ceveloped for internal company or individual use. But wha
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is Linux from the gpplicaion devdopea’s point of view? It is a combinaion of
systen commnents sut as kerrel and lbraries that work jointly to provide
goplication progranming interffaces(APIs) to applications. The poblem & thatevery
Linux distribution corsists d a unique t of specific versons and hilds d such
components which resuts in tha digtributions ma vary in the numbe of and
behavior of the provided to applicaions interfacesboth a the APl and binay levels.
Tha is why applicaions tat work on one dstibuion may fail on anothe and
supporting multiple didributions becomes a seriau problem for gpplication
devebpers. Of course, itis possible b devebp ecific versions ofan appicatian for
particular distributions hut this is rather exgnsive andmay not be dfordable for
some developers, which may conmpletely rglect suppating Linux platform. This
inhibits growth of Linux goplicatiors and tle adoption of the platform itsdf as
devebpers wart to develop applicaions “for Linux” not just for RedHt or Suse.

To approach this prdolem, it was proposed to gandadize a wmmon st of
functionality in the man distibutons and recmmend using only these finctions
when developing portable Linux gpplicaions. This would enable portability of
compliant apdicationsacrcss al compiantdistributions.

This aticle contains tvo ctions. The first e irtroduces themain industry
standardtargeted at solving portability problens for Linux appications - Linux
Standard Base (ISB) [1]. The fcondsection presents thex@erience andesults o
the Inditute for System Programming of the Russan Acadeny of Sdences
(ISPRAS) in building certification infrastructure for this standard. Such
infrastructure umed out to be extremdy important for sucesful adoption of the
standard.

2. Linux Standard Base (L SB) - the Single Linux Platform

The core idea of the Linux Standard Base (LSB) standard isto describe asubsé of
Linux interfaces povided by various libraries that corstitute “the Linux platform”
from the gpplicaion developer point of view. This aibsé shaild be present in most
Linux distributions and provide campatible services. Description should include
informaion &ou binary level symbol (ELF name) of ead interfaceand API-level
informaion (paameters, retum vdues am correspading types) induding bénavior
spedfication of theinterfaces. To develop such a standad, a non-profit internationd
consatium was founded in 2000 - Fee Standads Group (at present Linux
Foundition [2]), syparted by the leading IT companies including IBM, Intel, HP,
Novel, and Orade. Thefirst version of the standad was published in Junne200L ard
covered about 3000 interfaces. In the next yeas the standad grew and matured with
each rew verdon covering more and moe interfaces (while exduding some
obsokte). Thecurrent LSB version is 32 and it includes over 30000 interfaces from
more than 40 libraies. Mog of the man Linux distibutions have now been certified
for LSB campliance.

The important thing alout LSB is that it does not try to impose sanething
completely new on Linux distribution vendrs. In mary ceses LSBjust refas to
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established indugry standards and documentation that exiging implementations
conform to defado. Sud referenced Pecificaions indude SUSv3 (POSIX), ISC
C99, ISO C++ Language andvarious da@umentations maintained by upstrean
comporent devdopeas. And only in the case of missing gable de<ription of an
interface, LSB descibes it on its ovn based on eal-world implementation of this
interfacepresentin the nmain dstribuions

When considering standardization scope, LSB usesthe “beg practice’ criterion.
This mansan inteface becomga cadidate for inclusian in LSB when itis preent
in all the mein Linux distributions and is etively used by real apflications. In other
words interfaces br standardizaion should be quite popular bath in the distributon
and in the gplicaion domains. Also, same technicd requirements shoudd be met
suchas that interfaces shouldhave stdle implementation, documendtion andtegs.
It is important to note that therole of a vendor-independnt intenationa consottium
helps Linux Fowndationto take unhiaseddecisions when developing LSB.

Themodern LSB version 32 includes 5mandabry modules

e LSB Core - low-levd system interfaces in C (libc, libcrypt, libdl, libm,

libpthread, libst, libutil, libpam, libz andibncursesibraries.
e LSB C++ - standard ral-time suport library for C++ (libstdexx library).
e L SB Desktop - various unctions for working with grgphical interfaces and
auxiliary ervices (mainly XML, X11, GTK andQt).
e LSBInterpreted Languages - Perl ard Python environment &@d modules.
e LSB Printing - basi@aly libcupslibrary.

The frst three nodules include oth genec (archtecture indegndent) ard
architedure specific dementsthat are raighly structured in thefollowing hierarchy:
modue->library->group->interface LSB 32 sipports 7 awchitectures - 1A32 (x86),
AMD64 (X86_649, IA64 (tanium), Power PC32, Power PC 64, IBM S390 and IBM
S390X. Interpreted Languagesand Rinting madules have ony generic descriptions.

An important factor in understandng the purposeof LSB is that this standed is
nottargeted atall Linux distributions and goplications. t is for the most of them that
ae quite genea pupoe. Spedalized dstibuions (like embedded) and some
systam gplicatiors may not need to ke fully LSB comdiant. Meanwtil e, evenif an
gpplication uses sone intefaces beyond LSB then LSB still does mater wher
devebping such application as it allows redicing development coss die to the
intersection with LSB tha one can ely upon. To enatte compatbility for those
interfacesoutside LSB, onecan use separate athods ike sttic linking of necessay
libraries ordeveloping gecial stubproxies hat hide dfferences ketween diferent
distributions. LSB just allows redwing the numler of interfaces for which suct
speda means ae needed
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3. LSB Technical Infrastructure

Oneof the key success fadors for developing and supporting an interface standard
like LSB is aprogoer technical infrastucure tha automates nmein processes for
maitaining the gandarditsdf and tha brings the stndard doserto real cevdopers.
In the partiaular case & LSB the main componentsof its infrastucture include
generators of the standard’ s text itself and associated healer files based on a central
datdase, a veb portal for LSB devedlopers, analtical and deision support systers,
cettification tests and framevorks for their effective devebpmert, exeaition, resut
andysis and fally certification. We will give an overview of these systens later in
this section after presening some histaic background

3.1 LSBInfrastructureProgram

The origins of the cumrent team involved in the LSB infrastucture development
come from the Open Linux VERIficdion (OLVER) projed -
http://linuxtesting.org/project/olver. The poject was dne ty the Rusgan Linux
Verification Cente [3] at the hditute for System Programming 6 the Russian
Academy of Sciences (ISPRAS) [4]. It was funded by the Russan Federal Agency
for Science and Innovation. We andyzed the ext of the LSB Core siandard for abou
1500 Linux system intefaces, @lineaed demeantary assertions ad transformed
them into formd specifications in the SeC language fom which we then generated
conformance ests for automéaed testing of Linux distributions ajaing LSB Core
requirements [5].

The OLVER projed resuts tumed aut to be of high interest for the Linux
community and LSB stndad body committee (Free Standards Group at tha
moment), which proposed ISPRAS along term coopeation for building a newv LSB
infrastructure © meetthe growing needs of the Linux indudry for this gandard. The
wed infrastructure hat existed a that moment(late 2®M6) wasthe mog burming
point for LSB community that hindered wider LSB adogtion. In particular, it was
criti cal to improve the rtification framework and stengthen test coverege. Ineaty
2007, the Free Standards Group nmerged with Open Source Development Labs and
the newly creded Linux Founcktion extended coopeation with ISPRAS © cover
more infragructure areas ad prepae the jump base br promating wide LSB
adoption. It is important to noe that all results (specifications, tools, fameworks)
contributed by the Linux Foundation and its partners like ISPRAS to the ISB
eosystan are open-saurce and Linux developers are enoouraged to use them and
adgot. Thefirst resuks ofthenew LSB Infrastructure Pragram [6] were annownced in
June 2007 at the first Linux Fourddion Collaboration Summit in Mountain View,
CA and since hat momert they are being continwusly improved wih regular
rdeaes. Next in this sectionwe desdbe thre curret (Jure 2008) stdaus d these
devebpments with facus on the ertificaion relatel parts.
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3.2 L SB Databaseand Navigator

The badbore of the entire ¢chnical LSB infrastucture 5 the catral daabase
(MySQL engine is sed) that containsintegrated irformationabout the LSB standard
itself, about its suroundng Linux eceystem and various @eraional méters
including certificaions. The current database contans 81 #hles with over 25 million
recads. Theearethree frts of the deabas:
1. The standardization pat includes information alout LSB elementsthat
constitute theessene of the dandaxrd itsdf.
2. The community part contains information éou realworld modern Linux
distributions andapgications.
3. The certification part keeps nformaion aout the ertificaion status of
various produds, audt opaations, fee paynents, dc.

Thestandardization part indudes he bllowing dements:
e groupng elemerts:
0 modues (olledions oflibraries axd commends),
0 libraries (mllections of library groups and healers);
o library groups (colledions ofclasses andinterfacey;
0 heaeas (collecionsof interfaces, types and condants);
e and led elemerts:
commands
dases;
interfaces (globd variables and pubiic fundions);
constants and maaos;
types.

These elements ae intelinked into a grgoh of dependendes of various kinds.
Information contained in this part of the datbase is enough b geeate complete
healer fil es that define dlstandardzed interfaces.

The ideaof the community part isto have a single place with “raw” informaton
about the Linux emsystem from the platform standardization pont of view.
Basicdly it allows understanding which interface elemerts ae provided by particular
verdons of distributions and which ones are equired by various particular
goplicatons.

The certification part sypats cetification process and is visible D users
through theLSB Certified Product Directoly (that shavs the lig of LSB certified
praducts) and through the online LSB Certification System (tha tradks and manages
certificaion workflow).

The datalase is ugd by varioustools, amag which oneshauld empghasze ower
40 scripts hat gererae LSB ddiverables seh as the tet of the standat itself,
heale files and various code pieces ha are pat of implementation of other LSB
tools(mainly SDK and egs).

O O0Oo0oo

o
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To efficiently usethe datbase information from the human padnt of view, we
have crateda web prtal that povidesuse interfac and kringsthe databas close
to people This is a pubic potd named LSB Navigator (http:/linux-
foundation.org/navigator) that provides searchfil tering & browsing capbilities to
effedively find necesary information about the LSB and the Linux ecosystem. It
can ke used ly Linux developers, Linux distribution vendars, andLSB workgroup to
browse, query, andyze and submit feadback. It is important tha the LSB Navigator
is used ly the LSB workgroup for gatering info when t&ing decisims afut the
standadization scope. Sekded eaturesof the LSB Navigator include:

e Navigation through thestandardzed LSB elements from modules davn o
leaf elemats like interfaces andonsants.
e Globalfiltersfor LSB versbn andhardwarearchitecture
e Indvidud home pages Pr over 1 million Linux interfaces (ead is just 2-
click away from the mainpagevia search)hat include inbrmation on:
status of ead interface in terms of LSB (in LSB, never been in LSB,
planna for inclusion, withdrawn, deprecated);
LSB info (module, library, header fil g, etc.);
interface signatur@arametrs and return \alue)
direa link to decumertation d theinterface;
which distributonsprovide this interface;
which goplicationsuse this inteface;
which tests aravailable for this interface;
community discussions e atedto the inerfece
e Distribution info (provided libraries andinterfaces).
e Applicaion info (externd librariesand interfaces required by ead app).
e Statisticson LSB elements (tdal numbes ofinterfaces, @mmands, dassesn
eachLSB version).
e Statisticson interface usage by applications:
0 which interfaces ae maost frequently usel by different applicaions (list of
interfaces with info on howv mary applications u® each iterface;
o which libraries are most frequently used by different applications (list of
libraries with info on low mary apdications use &h library);
0 LSB “rating’ of regstered applications (list of applications with info on the
number of LSB and mon-LSB libraries and interfaces used ly each
goplicaton).

o

OO0 O0OO0OO0OO0Oo

An important idea inthe conext of supporting cetifi cation is that the LSB
Navigaor senes & ax online referenceand a knowedge basefor the LSB gandard.
Other gstems can easily uselinks to sgdfic pages in tle Navigatorthus groviding
an integrated environment for users.

3.3 LSB Certification Tests

lan Murdock, the brme LSB Char, sdad: “An interfacestandad is anly as good &
its test qiites’. In late 2006 the LSB test coerage wasabout 15%, which means ta
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85% of standardized interfaces did na have tegs at al. That is wty devdoping new
tests that check conformane of distributions aainst the reairements of LSB
slandad was the first priority to enalte real life valueof this sandard. The mblem
is thatthe number of interfaces inthe LSBis too huge © develop tess of excedlent
qudity for al of them. To crede a feasible strategy for developing LSB tests, we
defined three testing qudity grades (the lorders ketween the edging grades ae
obscue as the sale is atually coninuous):

1. Shallow — simple tests with the aly guaanteed purpose of ensuring the
interface does rot crash (sometimes t is aditionally chedked that the interface
does ot return an error code) being cdled with some patticular correct
paranetes amd in the orrect environment. This is dose to “existerce’ or
“smoke” or “sanity” tests (but beware -these terms are interpreted differertly by
different experts).

2. Normal — this isthe most reaonale level d testing adievable by tests wiitten
in plain C. The ésts cleck the main functionality and may chdk a fewv error
scerarios. Mast of thelegacy LSB tests ae of this quaity.

3. Deep - this is tle levé when mat o the sgdfication asgrtions are tesed in
various comlitiong/states. This is wsudly done for nost important and citicd
software.

To develop teds o comrespnding grades, we are using dif ferent approaches.

For shallow tests, we developed a newv technology and tods (AZOV
Framework) for automatic geneation of shdl ow tests based on some desaiption of
the nterfaces their parameters, depereicies and déult values n the LSB
datebase The core idea hee is to augment the dadsbase b caotain erough
information &ou the interfaces and tleir dependencies ha would dlow
automaticaly building corect @l chairs repesening typicd scenarios o interface
usage. The first version of the shall ow testing framework is realy and is now being
usel for Qt tests development. The cost of developing shdlow tests is mainly in
populating the informaion in the daabase + debugging automaticdly generated
tests.

Normal tests are basicdly manual C tests, though we do use some automation
here as wdl We havebeen ingired by the genertr thatwe foundin the exising
LSB testsfor GTK — gtkvts. Bascally, it allows autonaticadly generating many test
instarces lased onlte same parameterizé code husachieving better teging quality
without duplicating he code. However, we found paticular gtkvts implementation
limited and we ued orly the idea wtle implemented our own tools ad
methodblogy cdled T2C (template-to-C). Thefirst version of the T2C Framework is
ready and isnow being used for developing GTK, C+ and X11 tests.

Deep levd of tesing is had to ahieve by manwl tests in C; so advanced teg
technologés ae recessay here. We use owwn ISPFRAS UniTESK technology for
this. k is baed on a nodd-based teging techniquewhere requrements for the target
systan are expessd a formal specifications in aspedd languaje (SeC in
UniTESK) and then various test actions are automatically generded onthe-fly from
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test scenaios. Owr former prged OLVER (see 3.1 @owe) was basal on this
technology and now we are depting/improving it to become official LSB tests for
the LSB Cae part.

For thenormd and de@ teds, it is important to have linkage b thetext of the
specification assetions. ThHs means when a tetils it should s which particular
asgrtion in the standard’s text is violated aswell as provide info aout particular
mismatch (like XX expected, YY returned). Normal and deep tests being developed
in ISFRAS do havetthis feature and anayzing reports and debuggng failures ismuch
easier with this approad. Leveraged by a visud execuion environment and
interadive HTML reports this gvesunprecedened comfort for the users. Apart from
better reporting, the aserion caalog also ersles meauring test coerage n tems
of the number of assrtions heded by the tests, which gives an advanced leve of
test qudity measirement.

Currertly, thereis a testing grategy being implemented by ISPRAS to achive
amost 100% test coveagefor LSB interfaces ly the end d 2008 but with mos of
the &sts o shallow quality. The target for the end of 2009 is tocover most o the
libraries with normal qualty tess and the mos important @art (LSB Cae) with deep
qudity teds.

3.4 LSB Certification Tools

To make ISB catification and tesng techrically appeding, it is importantto
have user-friendy systens tha suppot these proceses. As a pat of the LSB
Infragructure programin eaty 2008 we creaed a new web-based Géfication
Systam that giides peofde atifying ther products trough the cetification
workflow and kesps recods for cettified products. The new cHification system
includes theemgjor parts
e Certification Management provides gep-by-step indructions on what © do and

enables esy status tracking and collaboration with LF saff during the

cettification process br companies andndividuals who want to certify their

Linux distributionsor gpplicaions aainst LSB.

e Product Directory is apublic part of the Certification Sstem that contairs the
current list of LSB-certified Linux distributions and pplications with various
viewsand goupings.

e Problem Reporting is for online mllaboration on solvingproblems aising in the
process bcettification. It also povides a knowledge base é variousissues and
solutions.

There is dso Administration Mode that allows mareging the certification system
fromthe LF sidewith full rightson aministering dl the daa.

Findly, at the technical lewvel of cetifi cation process itis necessay to be dle ©
smodhly execute aitomated teds andandyze the results. For this purpose, we have
devebped Distribution and Application Testkit Managers (DTK and ATK
Managers) for teding distributions axd applications respectivdy. These tmls are
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web-based with emédded simpe webserve. ATK Manage is ako known & Linux
Applicaion Creder.
The Dols represent ¢4 execuion frameworks that have the following key
feaures:
e integrated use interface for all the LSB test sites (veb tased ad
command line);
e <selectbn o tests © run (al, manually sdeded sulset predefned sutsets,

etc);

e savingdloading configured ogions in ugr profiles for quick tes runs in the
future

e automatic download of missng teg suites from theLinux FoundationFTP
site;

e 'one-dick exeaution of certification tests

¢ unified testreports with linksto the knowledgebase ofknown issies and to
home pagesof interfaces in the LSB Navigaor for more information
including canmunity discussons;

e management d test resilts history.

Further, the ATK Manager provides €atues for application anaysis without regad
to the certificaion process These katures inclue viewing the list @ all externa
libraries and interfaces equired by an application with status in LSB perspedive (if
in the LSB or nad). In particular, this dlows deecting unusedlibraries pesent n
DT_NEEDED section of the gpplication under endysis butwithout adual interfaces
usel by the applicaion in such libraries.

The online ertification system and ATK/DTK Mangers are integrated to
provide transmrent switclkes between locd and the LF centrd-server basec
functionality to providean easy b use @mplete cetificaion praess

4. Conclusion

Problemsof application portahility anong differert Linux distributions pove to
be ore of the most important factors ha inhibit the growth of the numbe of
goplicatons available for Linux and thus prevent developing further swcecess of the
Linux platform as a wiole. In this paper we have coridered theLinux Standad
Baseopen standrd, which is the primary modern effort to address this problem. A
number of industry companies nitiated this adivity to standardize a common subse
of Linux fundiondity that most applicatons can rely upan. Currently the LSB
standrd is develogd by the Linux Foundation internationd consotium with
funding d such @mpaniesss IBM, Intel, HP, Novell, Orade, etc.

In order to deelop a goodinterface sendard sichas LSB it is ciucial to havea
proper techncd infragructure. The Linux Foundatbn jointly with the Ingditute for
System Programming of the Rusg@an Academy of Sciences ae devéoping such an
infrastructure for the LSB standard.
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The current resudts d this cooperation include new produdion versons of the
following systams:

(0]

(0]

(o]

Central LSB Daabase& various data ransformaton <ripts.
LSB Navigator — aweb patd on bp d the centrd LSB daabase with
advanced navigdion, queries community collaboraion nedanisns,
develmers feedlack ard contibution interface to promote information hout
the LSB and surournding ecosysem andalso for making decisions onthe
LSB sendadizaion sope
LSB DTK and ATK Manages — to autonate Linux distribution and
gpplicationcertification tesing in a ugr friendy way.
LSB Certification System (inegrated with the ATK/DTK Managers) - to
suppott and faditate LSB cetification workflow.
Misc auxiliary tools for automatng investigation andanaltical tasks
New testing technologies ad tools for automated test devdopment of various
quality grades:
UniTESK for deeptesting (ISPRAS owned tebndogy with over 10 years
history).
T2C — methoddogy and tods for norma teds derdopment (developel
speidly for the LF on top of TET harness and ideas of gtkvts.inp files).
Azov — innovative methodblogy and tols for automated massve
development of shdlow tests basel on extended informaion from the
centrd LSB databese(develged specialf for theLF).
New tests for more than19000 of LSB interfaces.

The devebped infrastructure is bang usel in red life and has been getting rany
postive resporses. Meaawhile, there ae plans to improve many isaues - first of all,
mature all the tools rad achievel00% eg coveage of the LSB intefaces This will
help meking the LSB standard the adknowledged “singe Linux platform” that really
mitigates applicaion portability prablems, which will clear the way for further
expanson of Linux.
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